Child safety on TikTok: parent factsheet

TikTok is a video-sharing app. Users can upload and share short videos of themselves lip-syncing to songs or acting
out comedy sketches, and add special effects. They can gain followers (‘fans’) and browse other people’s videos.

You may have heard of the app by its previous hame: Musical.ly. Everything that was on Musical.ly is now on TikTok.
If your child previously had a Musical.ly account they will be able to access their content on TikTok.

The age recommendation is 13 and above. However, you don’t have to prove your age when creating an account, so
younger children can still use it easily. It's most popular with under-16s.

TikTok is free to download on Android and iOS devices (Apple phones and tablets). It carries ads and offers in-app
purchases. It has about 150 million active users worldwide and is available in over 30 languages.

What are the concerns?

On the surface, nothing. TikTok has a reputation for being unusually free of trolling and danger.

But you may have seen news reports or heard concerns about some users harassing children for nude images and
videos.

What should I look out for?

e User profiles which talk about ‘trading’ or swapping pictures/videos

o Use of emojis that are commonly considered to be sexually suggestive (such as the aubergine)

e Hashtags, such as #tradefortrade, which clearly suggest the user is looking to trade illicit content

e The lyrical content of some songs — parents have raised concerns that it's not always age-appropriate

Users cannot exchange images and videos via in-app messaging, but once they’ve made contact they move on to
another platform to trade, such as Snapchat.

TikTok has taken steps to remove users who it suspects are soliciting underage users. However, there are still many

suggestive profiles and TikTok has committed to almost doubling the number of content moderators it employs to
10,000 to address this.

What safety options are available to parents?

Control who can view your child’s videos

Set your child’s account to ‘private’ so that your child can control who sees their videos or keep them completely
private. Your child will be able to approve or deny people as ‘fans’, and will only be able to accept messages from
followers.

Instructions for this are here:

Setting up a private account, TikTok
http://support.tiktok.com/knowledge-base/setting-up-a-private-account

Remember:

e Accounts are set to ‘public’ by default. Public profiles can be viewed by anyone

e Even with a private account, your child’s profile information can be seen by all users. Make sure your child doesn’t
reveal personal information on their public profile

Restrict how your child uses the app


http://support.tiktok.com/knowledge-base/setting-up-a-private-account
http://support.tiktok.com/knowledge-base/setting-up-a-private-account

Use TikTok’s digital wellbeing feature to control the time your child spends on the app and limit the appearance of
content that may not be appropriate:

Digital wellbeing, TikTok
http://support.tiktok.com/knowledge-base/digital-wellbeing

Most devices also allow you to set time limits on game play, set age limits for content, and restrict in-app
purchases. Check the user instructions for your child’s device.

Make sure your child knows how to report inappropriate behaviour

Your child can use the app to report content that makes them feel uncomfortable, including accounts, videos,
comments and chats. You can too. Instructions for this are here:

Report inappropriate content, TikTok
http://support.tiktok.com/knowledge-base/report-inappropriate-content

You or your child can also block ‘fans’ at any time:

Delete fans, TikTok
http://support.tiktok.com/knowledge-base/delete-fans

What else can | do?
Further tips

e Read more about privacy and safety on TikTok at http://support.tiktok.com/article-cateqgories/privacy-safety

e Download and use the app to help you understand it

e Talk to your child about what they’re doing online, and make sure they know they can talk to you about
anything that upsets them

e Check your bank statements regularly for in-app purchases you’re not happy with, and to make sure your
child isn’t getting around any passwords you’ve set up

More sources of support

¢ Non-profit organisation Internet Matters has put together 5 top tips to manage children’s screen time:
https://www.internetmatters.org/hub/guidance/5-top-tips-to-manage-childrens-screentime/
e The National Society for the Prevention of Cruelty to Children (NSPCC) has advice and resources for parents

on online safety:https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/

e The NSPCC has also teamed up with O2 to offer advice to parents on setting up parental controls, privacy
settings, etc. Call the free helpline on 0808 800 5002, or book an appointment with an ‘O2 Guru’ in an O2
store: https://guru.secure.force.com/O2DeskStorelLocator

Sources for this factsheet

e TikTok app safety — what parents need to know, Internet Matters
https://www.internetmatters.org/hub/esafety-news/tik-tok-app-safety-what-parents-need-to-know/

e TikTok, the app super popular with kids, has a nudes problem, Motherboard, 6 December 2018
https://motherboard.vice.com/en_us/article/j5zbmx/tiktok-the-app-super-popular-with-kids-has-a-nudes-
problem

e TikTok for parents, TikTok
http://support.tiktok.com/knowledge-base/for-parents

This factsheet was produced by Safequarding Training Centre from The Key: www.thekeysupport.com/safeguarding
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Although children of all ages often watch YouTube content directly via the website or main YouTube app,
YouTube itself states that the only place children should be watching its videos is in the YouTube Kids app.

8 things parents need fo know abou[

YOUTUBE KIDS

I SETTING UP

To set up the YouTube Kids app you need to

do the following:

- Download the YouTube Kids app and

connect your YouTube account.

2 -Specify your child’s name, age and birth

month.

3 -Select the types of videos to Indude in the
app based on thelr age or selectthem
yourself.

- If you choose to approve content
yourself, you will be presented with some
sample videos to accept or reject. You can
select collections, shows, music or learning.

-Once chosen you are ready to use the app.
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SELECTING GREAT CONTENT
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One ofthe best features on YouTube Kids Is the ability to select -
channels, videos or collections of videos for your child to enjoy. This
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whatthey want to watch. Are there particular toplcs or themes that ‘ w =
resonate? Then you can check through different options In this .
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The YouTube Klds app also enables you to disable the ‘Search’

feature to avold young children stumbling upon content designed

for older viewers. The app also avolds videos from Inappropriate

channels being suggested to watch next. If you have selected

content for your child only those will come up. If you have set an ( \
age limit, only videos deemed appropriate for that age will be

suggested.

RESTRICTIONS WATCHING TOGETHER

As well as using the YouTube Kids app, you
can also set up restrictions on other ways
your family watches YouTube. Ensure you
are logged In when using YouTube and
tumn on‘Restricted Mode' In your User
Profile. You can also set this at the bottom
of the video page by dicking ‘Restricted
Mode: On’ Ensure that you also dick the
‘Lock Restricted Mode' on this browser to
ensure other users can't tum It off.
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Andy Robertson is a parent of three children

and journalist who writes for national
newspapers and broadcast television. His
Taming Gaming book helps parents guide
children to healthy play.

Another good way to keep YouTubeviewing
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RECOMMENDATIONS

For younger children, you can use the
YouTube Kids app to keep tabs on what
they have been watching. Tapon the
‘Recommended’ lcon on the top of the
home screen and then swipe right. You
‘will see videos with the play button on
them and a red bar at the bottom. These
arethe videos your child has watched.
Anywhere the bar atthe bottom Is mostly
bladk Is a video your child has skipped.
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https://www.saferinternet.org.uk/safer-internet-day/safer-internet-day-2020/safer-internet-day-2020-top-tips

The Switch is a hybrid console released by popular video game company Nintendo in 2017. It’s
classed as a hybrid because it’s designed to be played both at home on a television, like traditional
consoles (think a PlayStation or an Xbox) or out and about like a portable console, such as a
ﬂ B GameBoy. It uses two detachable and wireless‘Joy-Con’ controllers on either side of the console’s
NINTENDO screen, which can be used by one or two players. The Switch can be played on the internet with the
SWITCH purchase of Nintendo Switch Online, in the living room together or on the go during long journeys,
but bear in mind it needs to be charged just like anything else!
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Mark Foster has ked in the ingind y for 5 years as a writer, editor u
and presenter. He is the current gaming editor of two of the biggest gaming
L

news sites in the world, UNILAD Gaming and GAMINGbible. Starting gaming
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| What parens need fo know about

AGE RATINGS

16

RESTRICTED

If you have children, it is understandable
to have concerns about the films and TV
shows they watch, as well as the games

they play. In this guide, we take a look at
the two official ways you can assess if a
particular title is suitable for your child.

Both the BBFC and PEGI have search
facilities on their websites that can be
used to look up individual titles so you
can check their ratings.

Since 1912, the BBFC (British Board of Film Classification) has
informed UK residents of the age suitability of films, TV and
music videos - providing parents with the information needed to

assess whether or not it is aBg’ropriate for their child’s age. This
applies to cinema releases, DVDs and streaming video services
such as Netflix.

WHAT ARE THE BBFC RATINGS?

BBFC ratings are broken down into seven age categories:

LN A O @

Suitable for
people aged 12
and over

Suitable for people aged
12 and over; E one

accdmanhied by kst

Universal, suitable Parental Guidance
for all ages required

Suitable for Suitable for people

people aged 15 aged 18 and over
and over

RESTRICTED

Adult content only available in
specially licenced cinemas and
specialist retailers

WHAT ELSE CAN BBFC REVEAL?

Accompanied with the age suitability rating, BBFC also provide an
additional warning regarding the content and what to expect, such
as swearing, sexual content, violence and anything you may
consider to be inappropriate for your child. In addition to this, the
content is also rated in three levels: frequent, mild or strong.

LIMITATIONS OF BBFCRATINGS

It's important to note that there is no obligation on streaming video
services to use or display BBFC ratings. Due to this, we advise that
you check the rating online before your child streams the content. It
may also be a good idea to watch the content first yourself or
discuss it with other parents to help you decide whether or not it is
suitable for your child.

RATINGS FORGAMES

PEGI (Pan European Game Information) is a content rating system that
ensures all video games are labelled with a minimum age
recommendation. These age recommendations are based on the
types of content featured within a game. With each game, PEGl also
provide a content descriptor that indicates the potential issues and
concerns, including sex, violence, bad language and drugs.

WHAT ARETHE PEGI RATINGS?

PEGI ratings are split into age restriction and content descriptors.
Additional ‘content descriptors’ help parents and children to
understand the type of content featured within a particular game,
including sex, fear, bad language, discrimination, gambling, drugs,
violence, and in-game purchases. In combination, the two different
ratings can provide a good level of information to help make
informed decisions regarding the suitability for your child.

PEGI age ratings are broken down into five categories:
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PEGI content descriptors are broken down into eight categories:
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LIMITATIONS OF PEGI RATINGS

It's possible for young people to buy games online without a required
proof of age, opening them up to age-inappropriate content without
you knowingl. We advise that you regularly monitor Jour child’s

gaming activities and maintain a honest and healthy dialogue with
them about the online world.

PARENTAL CONTROLS

It is a good idea to put in place parental controls for all online
accounts which your child may use to purchase or download online
games e.g. The App Store, Google Play Store, PlayStation Store and

Microsoft Xbox Store etc.

Source: www.bbfc.co.uk

Source: www.pegi.info
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